HEHIN: ZRREMRHEREZM T B K A RIAUR

EZTEL

ik 2

2B EE R HEHEZ (CrewAl, LangGraph. Auto-
Gen) W —MNERAEIEITIERSL S —DNERER, K
R, XFHESFRBBIA— D D RERTERR &
A TWENZ MR —IREREARN DAS TH AR
REIRR BT, HiERESIdHGIH RN, LERER %
B UZ R IR (T Ak & 1, IR IR E &
A IAER] (RBAC, XfF&%t ACL. OAuth scope)
TRIERRAT, HRAMEE AR ZEEHIT, &
IRz BB, RAPRIER — 8 — SRR
X— KB, ELERRINESHILE ServiceNow
Now Assist P FEEH,

EREEZBE xR, JFRET & 0FEIE:
AutoGen [ source. CrewAl Y fingerprint, Lang-
Graph HY config.configurable, A2A Hf&HIS 7, H
WE—TEIEROL: BHAEEHRREEPRFZE—
NI E RS TRIE. AATOmENE, AIIATR SRR =R
WIE, MXLEFRIESE AR TARNE TS, Fi,
BHMFEIAANERELZ SR, BAFRXMIG R
WE, BERNFET 1988 Ry confused deputy: 7EAR
BB ANZAR M-S hBEFE, WilREEM
AMEM BT R R, AdugMEREE L iz
ITIHAIE, FERR LLM IR A% R W HE M 2 7,
ARG TR IE RS R3S, HE—1D
EA,  HERTAR ULAYEE O MEZR _ERRIATII, FRATHEIX
SR EFTROVREZRTE R — BN, AR IR HTHY
ZHEIL,

1. 515
1.1 —A bl

2025 4F 11 A, AppOmni # % T ServiceNow Now
Assist agents HHY— & BT 8RR T ABE [3, 55]. 1
R Workflow Triage agent 52U o # Al f 0T
K, FiEIE Now Assist BRIAHY agent-to-agent dis-
covery, LIRSS L T mBRAT Data Retrieval
agent, J5EPATHESIHSFHERIZT; BIE Servi-
ceNow WEIFRIEARITEEH, BERTIRMAL,

RANFEFESENERAMRIER, 8, iEk
F agent HENFRZEEZINA: EH B CHETZENBRIZ
17, WAESE guardrail; (HIRMEJRE —DMARR ERR
HIZIERI TR, B2, | R AT SR EE
) bug; ServiceNow FfINIZAT AR HHATT A BEH#T
M, MAZEMBE, HEH WXL B
At B% I E ) expected behavior, TiAZ Al A&
B1 bug [3,55]; agent ZAn/GERIARTHUR I B 3H
Ao IRTIAFETE THEZEANATZH S AR S FRIY agent, WA
TEREA B agent HIIPHE,

XFEAR R — 7 A A, [FAE AR 5 K — B8
agent 22 — EMNRIEIELN, CEENEINGE
HEIE B &, #lan Microsoft Copilot Stu-
dio HJ agent "7 {1 Salesforce Agentforce HJ topic
delegation; FEE R, XAH W SPEINBL
i (§2.3 M1 §7.3 RMFEF M BRIRAIAZE
) o MENZXMENZEECEEE, Mededse
giﬁ%iﬁ%éﬁ%%ﬂ%; TEFATHARHIMESRR T, BRER

1.2 &y BOFARETR G ER I

IR AR 2 B RE R HE S A M R A — MR AR [15,
49,59,61,64], 2 agent A BE4 agent B I, IHK
P AEZR AR (handoff, delegation call, shared-
state update BUFFIMLIHE) o IR FIFZ R RIRE
X IERFAPAT VIR, 12 % TAERIR L RE 1
R—EEfeE (B 1) o

FIRAEZRR B I IXAERIEIE, R IR E BRI
H ARG S ORISR IRAF, T N HFHZECN H 2%
XN, RS ARSI TINIZE, SRR,
IR E AR A EE, [Kt, 2RI BRIRATEAE Vi) i
HMIRERRAT, HEARBEE 4K, MARKRES T
Ko —NMEFREPIRA RAIIERAZ 21 agent, (XK
WAH SR ZTI AL S,

HAR R XA ZEEERL M confused
deputy [17], FrPARiM % W H R EMR, HIIFFAEmN
. &ANIEER: EREGZWBEE, HEBR
AL, GRS LR AL T 48X R &



composition boundary

handoff / delegation / shared state

authority: LOW

authority: HIGH

Alice . !
Triage agent Data agent
Sl s ! low-priv - deputy - high-priv
(untrusted) P 1 &

employee
salaries
protected resource
(RBAC)

ALLOW v

initiator I;1uthority

~dropped.here.........--
1

____________________________ -

native check is correct & unbypassed —
evaluated on Data agent (HIGH), not Alice (LOW)

1
missing authority-bearing channel (absent by default):
P1 originating - P2 unforgeable - P3 decision-reachable - P4 attenuating

1: HED R FARER, BITREIR, KEFRA P Alice H&UREN T3 Z1F47 % employee salaries i
B, BRGNP §1.1 HHY ServiceNow Now Assist -, SLFREZAERIE: @ Alice Wi R DUEIRIEEA; @ 15
KEg AR D S NSRS, REENRELFLESL; o EEHE N EEARE, o WiIHEAD
2l (RBAC/ACL/OAuth) 1EMIHAR#SHS, HEENSFEREE (HIGH) , MAZ Alice (LOW) , TREF#
BB, BRI (FEZk) =2 A JFEAmIEE Alice MUNR AT UM A SIPR : EIEM: P1. ARalfh

G P2, ANARE A P3, ARTER P4,

i EiE: AutoGen 38 551HE 35 L source FE, Cre-
WAL M BCA T2/ fingerprint, Google A2A
fEEmBEREIARE S, A, EW §4 For, Xk
JFiES B R LB —# 5y, FEREHRIDAFETE,

JRIABEERITERT : BEH S LR B IR SR iE W)

N TR E. ANATOhEPE, AR R AL IR =R

(§2.1 WMERIRR) o BPNERMFEIEREAAE
MEFE, BAE—MREEIEM; FRIE verdict 5
%% 4 1Y failed-fix matrix, tHEAZFOLER, FHK
71E, (HERTRNZ2RIENEE, XMErEEES
AlRELLI BRIEE ER, RATFLEEE G FEE
AL RO BT B o 2 R
%, 1988 4Ef1 confused deputy B IXFERIAAIE,
F YN A E— DM E RN ST, 28R
MEZR 1 (RAE XA B E N ERANLHIZZ AT, X IEE 8 K
T,

B X — 5 CrewAl Y tool-hook X
FIHPAT agent A GARIPEBUR TR, mARHLE
FHf [8]; AutoGen CAYIEVLTEH name AN “SL
Fr&EHE B AN” [31], XXM —BkZ2 & B,
HYEEEAG ZRHEENMATZ S, LEHE
WERR THEAENRE: SR8 “FRE (BE
%) 7, A “cryptographic proof” [7]; B1THHH
%2 “enforce that the source matches the actual
sender” [32],

L3 M 2MERAE W,  BURERA Tl e 3 e

XK WARE G ORI RIEANBAERIBE L, K
HE agent HHHEEREEAIE S, AAE RSB R
THIAHA [10,14,40,42,65], FAI 1 #hE M2 731K
BREZRERE (§3) : = PMREMEMEEELHILE “H

AHEEA RN FIRRTCEAR TR payload;
Al PE M AR RE M B EE  (P2)

1.4 Gifik

— A IEME A R BA TR KN % — DR E
FURAIEIE, FRATESHENEE], ZEERIAHAR
e, AT L AR A SCH#HT & confused-
deputy U2 LA [17]; BF TI/EMSE 284
& confused deputy 175 (SEAgent [18]) , @4
T trust--authorization gap (SoK [50]) . A BTk
LINS

1. =AM ERWMBENARER (§5 2HATKH
g R P9 HEZE N g Ok 5 1% 15 T &2 A 1Y
& (AutoGen source, CrewAl fingerprint,
LangGraph config.configurable. A2A trans-
port identity) £ H R LRI {P1--P4} FIAFE T
%, WE—DKRAEGE; &E— M P4 TR, &
SRV RE R S E R (P3) . WtERMm &
rEBRAREmZ 2 GRIRORUE)

2. AR AR R IE ER A e deg (§2.1) @ 'R
P ARAIfhadE M, R AL R, XL
S ALLE RS, BN N, I HE—
DNERGHE — DN E X RIEVE N witness, EAE
PRI, TR “BERWT R “RINEEHFA
P TR B BAN RS, o MEH BT e
S, maAEEUIERA,

3. = A BB LLM R 2% K 2 0 Whow ¥ 22 29 5
% (§3) @ AREEMLS. REERH TR ERE
71 dutiful relay, f1ERMEHA T P2 AlfliEM



1 P1 ZBkEEIRMER M B T AE, AR HEM
%X ALLOW/DENY, H TN FEKXT—HKR
I, BATEIERRAE IR EM 7 TR WA S
MEZE OpenAl Agents SDK [JHIE, FHHIAFTE
FTTHS, EREELE (§4) .

4. R —BENIR (§7.1) @ RIIBITEWS
RSN EAIEE R E P1--P4 ARAYIRLE MR, I
FH & /) conformant out-of-band i & 36 iF 1R
Ko BAIATRHFIEFEIN,
AR R ENSICU: =NEFFHEBLE 90
WEBHIREAFH 89 E EHEEARTFHAZ 2R
(§6.1) ; X 13 PMHEZ/ N HM census AR IEAE A &
Hd Y5 handoff site H & PR E & L E AR A 7 EX
(§6.2) » ZHEMWE T EZRIMIK, FHEAHRRKIE
A,
BB, CIENF 2 ATE () S5HEFERR
(§2.1) - RESHERMEDTIE (§3) — (1) iE
BIEE, HE, FHEREHER LEARIMAIN (§4) —
HFULEER: BPNELAMSMBERRIFETE, FitE
BRI (§5) — FMEERE (§6) — AliBfT—
L (§7.1) o

2. B b

2.1 HAMIORFFBIR? PP BN

BAIMAE workflow AR FFINAZ &KL, HEHE
AR 7T R B R S5, 1T init(r) NAECTE K r BY
FIK, exec(r) NERATEZIRIPEIRCATIZIE R E
K, TN effauth RRBE AR, A auth RIRFUR;
/MR &

Vr: effauth(exec(r)) < auth(init(r)). (1)

TE SR I A A B N, S RIRCORE AT AR 3R B9 A
fRo BMMFHIEZ (1) BiER: ZAEPERFENEAR
BEE T, HEENZREE exec(r) MAREELE
i%it(r), Rl e & AN RE B R IATRISHETE A & 5 i
T

flow FRMEEIAR, BIEIMERI I » 5] ARSI SR
7 BRSSP EREEENE Y, AUTEZBEE LA
RESZ N £, WF < MEF min HAELDBTHRH
BRAURANfERE (— warehouse [ RBAC, — /X
4%t ACL, — API [ OAuth scopes) . TEIXME
W, PR BATZEZZ IR (deputy, init) X BTG
TE SN BEFI min, {HAETERE lattice: POSIX uid il
RBAC role #iR 27, BATRRILE RIEIRFES
—BUIRF; §4 HENGEREHEN T — DRI IRE
R, EETIRGE— I RAAEASGE N,

BESH GO TYER (1), DB RN EEE AR FE K
DA 2072 enforcement point, JXAE [ JE 4
AL [R) i i P AR

PR (1) R, S—, init(r) FIR1E work-

- (P1) EPRE, EEEREEE, mAMUE BBk
AIRARE peer, Bk e N7 (3@ T8 FUAMESZ BT &
BE, TRERZREE S,

- (P2) Anlfhigtk, EHAEBITINIREIFZEE
PERRIP, AR BB E RIS, Bl
REFE XA A R & 0 U2 ambient claim, A
& capability,

- (P3) WIBUUR AL, B AUHRIRFF AIHZ (R4 BT IR
AR RIEE, AR FEEH S, trace B
IR T, XMEFRSEEATESH: —1D
AR R AT IETE R RESZ 7] P35 HY (P2)
%%ﬁﬂ%ﬁﬁiﬁ?ﬂg/ﬂﬁ, HAEKRE CLBEAE

- (P4) BUBR I, & RBEMERRM IR N
min (authority (deputy), authority (init)), i # 7 % &
HHIELTREAE,

P1/P2 JRIEIEMEBT; P3/P4 2 B MMM, (i858
HIERBLZEE L, Efll73KH capability security
5 protection systems HEAEHIZE K [12, 22, 25, 33,
34]; AR TTMRTE T 250 VRO E B IX 26 1 S U E R &
B, EEETHEEAE AL (1), M EES
TR § 1.2 R R ORIE,

FEATE AR 2 0 20, I HLAERR I AR B4 R K A
ARSI, X YA B 2 FRATT 5 B A 3 A S
BiFm: KfEEM—4, e NRARST, IF HE
A ERMIBIENE S witness, A2A transport identity
5 AutoGen B & =M source £ P1 (Z Bk laun-
dering) ; in-band origin claim £k P2 (A[{Ai&E X
&) ; CrewAl fingerprint £’k P3 (audit-only) ;
LangGraph config.configurable % %% P4 (M A%
) o IXEEIEZE §5 Y failed-fix matrix, F7E §4.4
WX P1/P2 UBTINHIE, & AE BRI AR B 2
B ARSCRLAEARIERA 9K 780, M2 NmsiT
R EESAE: P1--P4 2—MERRBIEZHHIR, &~
SEANATREMEE R, EFRATTAINA A, BT — M e iE
o RV,

IEFE: P1--P4 2 B8 AR OR 5 ¥ HH I 25,
MARA SRR, REATIE agent ZHENLH]
B2 HIX LR fEE SR OAuth 2.0 token exchange
/ on-behalf-of 7£ £ Bk H# {& ¥ & subject (P1) ,
HizfTi %% (P2) , 3FH resource server 7tk
oAb 58 i Y A4 scope (P3, P4) [16, 19]; maca-
roons 5 SPKI = W& N —F M &, A&
WHEF R[5, 13]; 48 FE SECURITY INVOKER f4l
2 ) H208 B E AR % B (exec(r) = init(r) o X%
MLHITE B S8 5 & 2 2 B & B AT
5 e, ERHEPmA MR- T
harness: — ™ RFC 8693 token exchange (HE 5
RS256 % 44) 11— live PostgreSQL 16 SECURITY
INVOKER routine #B#E 44 composed low-privilege
cell, [ W f& ¥ high-privilege cell; SECURITY
DEFINER 7E [A] — /> H S 51 %& b 1 O f % 3 e R
il 5] (poc/ poc_positive control rfc8693.py. poc/



poc_positive_control_pg_invoker.py) o §7.2 W
out-of-band channel J&#1 )X L& Bl BNl i /N2 2
agent boundary R, HAHEEAMUATSZEL, 1
HESEHUTRIE, FHAFRMTEUEHEZEHE H AR

XV — N AlEDy B BB BB
I RETIN Z 21, § 5 RTEF B AMEIE L
B UEIX AP

2.2 s

sk, — MEMAETERMHHESR L9 2B GEA work-

flow, Agent XEFE, REEILERE, FAHEHIT
R A ' 5 S it 1 58 D 2 1 USRS (1) R 3 4 L R ol 32
fRAEEIR: I RBAC/RLS EEEX R, # ACL
2, 80 OAuth scope 1) APL #:/E, =DH—1
RIR SO PA TV B ARG A, X2 A7 R B Y
FAFEAERZ, TLIRT RBAC 11/ W% 3% 48 25 bR e
VIR [2,48]; FAIAEINE CHY guard, TEFT
& C EAAMEZR S, FATTH sink/sink_allows {E4 [F—
enforcement point (&5 ; EAHKTAEH, sink N
A8 taint analysis HHIRRIES o

Wi, W& RN workflow HIAAE SR
WEIN: R prompt DA AN T EIR [BI 4R,
XIEZE RAG 1 T H & LLM A A B 5 WA
M [26], HHAEERUXAEAFREEANS, UiE
PG RIEAENE,

M GBRRA) . B agent # 2 REM: &
A8, BAEEE. WABITEAN prompt, FATHR
HERRE R agent AYSIAAY, [ROUTRZ BN E @R
AN XMRE MR ER: O E RS A R &
LA FE, RATEAFILIE A AT agent
AR, (R, RIS — RS e R MR T SRR TE AN
alignment, IERMEILIO; FHFEBE agent 5L
payload, R, HEARMAS, ERASA 2K
TIRE B U ATOR 88 . ACEE IR BMESYT AR TR, A
RBA TR BEAE R I Do

REEM, §2.1 FARZE (1) ERPUTN R
Al REEIBIR, FA TR AER IR %
JRFAER S IE R, (AN REE AR,

AENEREIN, #7 jailbreak, ZLRP IR H S
PSSR, L/ M2 a, HEZR LR BEZ 1, T
B B IR 7 Rl P Al SR T H LR 4H &30
Bt

2.3 Mt o (1) RLEEN|, mARACEIER

| Bl gE % ServiceNow ARFEREL: 4R agent #¢
FCE AR BT, A2 &R agent iR IRALR
TR B HZB TAF [55], IXIRIE THREERIMES © 2
WUE, B/ MR [471 25K G MRIE AAET HAEER
FARRIRBRIAAT; — DR IS 20 R AR
AR, AR MRIICR, a4 2 i/ MR 2R 1Y &
W, “by design” #RHLHIGIENEIE, FHANREUERATT
HZ4, Microsoft Copilot Studio s S HLARNRIE

SHRARTR—HER: —1 agent RRJE % —1 agent
EFEE3R1G B OB ERE VI REE Bk B Ok ER%
fil R ENE, IXIER (1) RILTEBATET (1) BE M
BT, TTE T ERbRgd o, BHIMER (§4)
TR, TEIXETEATRIEIER S, A R AMIBER
ISR,

W (1) RZREE: RREERR S ES, F
AT RE 2R A 3 Y e & B AR AR AR, SERR 177 ] 428
il lattice XHHE NPT A FIIX agent RIS, (1) 2
B 13X Fp R ) B NG 1 BEIE 2R B agent NERAY
RBAC/ACL/OAuth EE&5RHIIZRPE, M &0 FakEk
ERK T e, ServiceNow HHERIFEALRIP TS HEAE
BH RSN, BB RS T ARG HIIEZ . by-design
ANEETF by-security-design,

3. 5k Wtz A

B A ERAE §2.1 WAMERIES, B MER
MILERZ ) ALLOW/DENY #4462 7ht verdict, H
WA dutiful relay BERBEANEAKZE (§3.1) ;
MHoTHE M (v) Bz (§3.2) ; forgeability differ-
ential ¥ & R Al fh¥& 1 P2, £ Bk2E K ) @ e 5 1%
P1 (§4.4) ; JHRINIAECLME P1IAP2 HIFIHE T,
S AMRIKE decision-reachability (P3) ¢ attenu-
ation (P4) B&ELKHASKO (§3.4) . MI® CH
HR R 2265256, truth table FIPU/NaR R, FRAT I
B HRITH AR F B REARZ N SR IEIR B REPIT 2
S 77 8 executed/runtime evidence, ARREH
f7H9 non-read f# M structural evidence (% 9) ,

3.1 Dutiful relay: FEREIEIRARER

BAHEEA agent B9 LLM Fiohme k. RITMELR
e —HNM stand-in, BHEZEFSIEFRHEE T
Weahfk, TiLiERB2MEARIECH [38,39,57], X,
BRI FIERPRIRR origin, REHEMR; B
relay JCIEX 531 AH origin claim 5 E5L origin,
NETUAXARZNE, FEIRARGRINERT, T
o] “HAHERERE" FRERBRESR, mIREA,
Relay /25215 witness: EUIAER AT KR, T
payload K #LEKTE; BEE §6.1 WAHESUEARIthZIE
X

3.2 PUycdl: HMmMA

XA HEL, FRATE MR — MUK AR AF 12 1T 1Y A
BLE (B 6) : (i) isolated- low: {KALIR F 1K B #
A sz R PP ¥ R, HA 2 DENy; (i) isolated- high-
benign: AR P& EIXIR agent ViR B, HAEE
ALLOW; (iii) composed: {XIXPR 1% K4 it delegation/
handoff/broadcast 2| =R agent, FIFHIBEIHE, H
PiaLLow, BIF{AEEH#; (iv) patched-composed: ZHEH
B EAEENRIRE 52, %S DENY,



SERAEZ P VIR AL I R E R & LR T,
MAE agent B &ML FH. —1 relay A AF4E1R
HAPREIZ, isolated-low 5 composed FUXT L /242 1
confused deputy (P35 C avdil 1 FUZES) 5 ASCHUHT
HRAE §3.3 RIS, EHERIEH R R ERE

JEO

TATE =D& A R R 4H & L L s2fl e
P9 TC A, FEE =N B SRS i CrewAl
i delegation-constructor boundary 5 live Post-
greSQL 16 RLS, LangGraph HJ Command(goto) 5
kernel-enforced POSIX ACL (mode-0600, sudo -u
nobody) , AutoGen/AG2 f per-recipient role re-
binding 5 live GitHub REST API fine-grained PAT
scopes (200/404) . ZREEHE KB —NER: TR
AT BRI, A IEERE 2 R AR, X
%f RBAC, ACL. OAuth scope /2 & X HEFEE, MM
ARBATE K guard; H LG & H & — R IUR,
modeled Snowflake/ OAuth 1& ¥ 2 /£ 4 hermetic
fallback, [KJ9AA 5™k & A 10 Z R B IR L iF, &5
AT IRZ live 172 modeled: PURAERELE
=AELEN B verdict-for-verdict 37 (§4.1)
Relay 7£ isolated-high 5 composed i24TH & Hi 1%
TEAEIA, HHINESE relay, miARS2 attacker,

3.3 nlfhiEtEZE sy s R R BRI iE

PUoCH UL & 2 2R 0, B A B 3E AN RE UIE BH AE 22
R S ) 18 T L B K, M VAR, IR AP E R
R 2 P H A% e ks e R 32 08 B 05 R U AY
least-privilege-aware 2H ff iz B4 5 R BLIR 52 8 N
min(self,initiator), X defensive deputy Z{F#&
o5 HLOSERG I8 MR REZRIR A 42 R R TR
% A provenance, Pt DAFRATIZE R # — A A K
BEAL <, Bl—AF 34 = EF) initiator #Y4H 1,
e BIME 401 1t 2 B A 2R e — B A B E S8, IX
HE TR RARIAM: % E 55 HUEE P2; WARAE
authority-bearing channel JX—533k B 4544 5 5280
census (§6.2) , ANHIXX LS,

- In-band (HEZEME—#EFAYIEIE) « REHEMNH
B/ES SCAR B initiator, & XA L 2 b
5. il LangGraph HYJ add_messages R mes-
sage object, AutoGen HJ role rebinding %%
role M J& content, KHIRATAZ FHEHRIE B
B MR EEAINE, HEIEKRF, 1% claim
EETEN R AR, REHEMZER — DENY,
Pt B R AR hIEERT, Wi psii
FBHE & origin, B relay Baikst, REER
BN HIE(E — ALLOW, [KlI in-band BifEIgIhIESE
ﬁo

- Out-of-band (HEZEHLHIEIE) : CHF MA]
{BIB1TIN T H L session 5 B 5B @IE
2EX initiator, KK HIER A, RFERIHIE
THRAHER B E — DENY,

RIF AR, W KRAIER A plumbing 7E in-band
forged 5 out-of-band HITHK Z [ B FH[F; ME—
A7 B IEE A &M, I EAT% S 19 plumb-
ing NATREMERE— P EATTH% ALLOW, % —/> DENY,
RE R RE BN 4% (1) HL RE 2 forgeability, iX#iH in-band
provenance 5 ambient claim, & capability (P2
RGO -, WIERSC AR R EAE SR I A SR A AIEIE, X
X HEAEIER S C Al 2 RERERIAR, A2 §3.2 9
MIFRRIREREA S

3.4 RS R/ MB R

HERWOESIAE—NRHTE L R AT origi-
nating H unforgeable Y& (P1AP2) . TEIXHiE
Z b, WAEBRMEE 75 A, & B R R R
WAERHF R —D EMTRERMMAZRE: —HR
B 1E1E out-of-band channel, B4 F )& recov-
ered initiator 1E3Z LR EEIRANMTY AT RERC R NS B P FR 77
XN ELMARERRRE, LK THEAESS
Tlfe TAMEEMMENRZRTHRMIK, S5 T
Hii% provenance BTN g (B §3.3 1
out-of-band channel) ,

- E3: origin-aware authorization (policy
layer) . S {R4P U IRAE R E TR ALHHE
B & LR B R RN initiator; K 9 TR AN
initiator MK, ZHIEHHEL,

- E4: authority  attenuation (capability
layer) ., NP FH WA X EHE W T AT
min(deputy, initiator), ¥ IR K 4K & R £ A
%; WK R TTREL R ERE, e

TR = ERPERAL RS DENY; BEAIEZ §2.1
ESE MBS, I HEMIRCH PIAP2 J@IE, MHER
FATRAIXMEE, ZH%IEE R BRI B AT
IXHH) seam FRIEMAFEIRIE kD 54 APT M AU
IARABEINLE, 1£ CrewAl, LangGraph fil AutoGen
Hr, TREGERAH RIS =4 (1) A out-of-band chan-
nel Z&# initiator, K24 payload & authority ¥
B (2) tERIRF AR AR, RO H A48 E 1 2w
BDEWRE, KEZEM nin(self, initiator) hook; (3)
EEEN AR EZIEIEN runtime, [RAEERAE ini-
tiator propagation, XM 2 qualitative repair-
distance indicator, RNE2E&; RESGICEZITEAE
%, I BAESSAFRRESR P —8, A MEE ™
FEUEAMRAIE, AZH RS,

JabR, SEERIAL ARG —CORAE §6.4 [ claim-
strength fif % (5% 5) ™, K5 C 4 H e KR,
fI#5 in-band modeling. sink fidelity. controlled-
witness vs. real-model check, corpus # falsifiable
boundary,

JERHERR, XL AR SLBIL T — A R 2 28 1l <2

% (composition x initiator channel) : relay f&



FAZE, deputy rule [ElE, K& HITHE RS
— A g, B— sink [ truth table fldv @ 1--4 f7
FHRC (§C) : @Ml 1 BHEEXR, FiAWIcH
52 controlled witness; #il 2/P2 fldndl 3/P1 &

HERmE R, il 4 488 necessity-with-realized-
witnesses,
4. Ak

PPl BB &% PO M R B AHAH 4L, FATEEE LR IR E

(§4.1) , FHMEIEAL: 76 IATAR LAIESE A
i (§4.2) o BEEHEA=TRAMRER: (1) 1E
RAEGEFIARFRHEFIE LS (§4.3) , JF@EEHA]
gt Z SRR HMERIAR (§4.4) . SEE
§5: FA CEM S EIEE I E {P1--P4} HIE D+
%, WL AR AR, FrEFHEN artifact HIX
IBITEIRTEEL (exit 0) o PoC JRHSALTF poc/, fiE
i per-property matrix HJHEZEITC K — B MK poc/

conformance aggregate.py.

4.1 KHE

BAWIR=A FIRAER N HEWARNAE SR, i
AZDEEFEAGEN: CrewAl / live PostgreSQL 16
RLS. LangGraph / kernel-enforced POSIX ACL.
AutoGen / live GitHub PAT scopes (& 1; #LiillF0
R fidelity WL §3.2) [23,24,59], BR in-vivo 2
4b, # agent By LLM ##¢ § 3.1 AUFE M dutiful
relay % fft, OpenAl Agents SDK fJ handoff() 115
WORE AT §4.2 ATFTEMEARSM I ; 7E8EZPY M5
BN ZIE AR AT,

AT WA AutoGen 1F 7 — A HE 48 K ik ik B
AG2 [#J name-stamped messages T §4.3 1 role-
rebinding P4 T 4; autogen-core Y per-message
source FERAHT §5 1Y failed-fix 5250,

g W8 5 Sk % 1 ff A autogen-core/ autogen-
agentchat 0.7.5 [ per-message source B, 2Bk
P1 Z5rtiffif autogen-agentchat 0.7.5,

HIEEWmMIA. HEFR modeled backend Y&
%€, k{118 in-process resource & h H S5 Ui,
HEFIZTMETH, IEELRATERABERE, X
live PostgreSQL 16 RLS engine (CrewAl) #1 live
GitHub REST API (AutoGen) , verdict 5#%LG
Ui 564 — % DENY/ALLOW/ALLOW/DENY, com-
posed M ALLow FI patched [ DENY #E H J5 it E &
7“4 (source of verdict € {postgres-engine, github-
api}) , % HEMNHE guard: composed T, Bi
PR E A Z A {5 initiator channel, FEMH
CREARIAT, Eul EMmZNE, X2 ERE
#; patched 1&¥ T, [Fl—BAUIEEIRE] min(deputy,
initiator), JEUmiE4E, XF kernel POSIX ACL ifi &,
Jau A SR HERY, BRI A RE A E
i fallback, Artifact {7 T experiments/ real- sink-

postgres/ Il experiments/real-sink-github/, f53%&
L EARFE token HY - - replay fixture,

4.2 WHEMHAEEA SN

BAVEAET B T Romke s — MO PERT A MR ML
HIRIE, ROTIZUHAE RS &% — R G R1E, &P
e SerEM verdict, HELRHESR, XZ out-
of-sample, A& post-hoc fite ZULAHTM : (A7
HEFIE, REHDFRAEEEEREE, BTHNRE, 5%
BRI, EIRIERIEE, M RF SR, NE
1L SR AL A,

FANEG T BUST MR Z B, 78 RRCA 2 il w33 73 3
OpenAl Agents SDK handoffs 115 (openai-agents
0.17.4, HEAD 8eaa4b9) HJ verdict, %5255
FRALAE EARIRIR R (B 2) : transfer ZRAEL H
0] transfer to <agent> IE\UEUEH, UL R EZ con-
versation transcript i reprojection, Fiil, ©<=
¥ handoff f£ ¥ 52% transcript, LR GHTE KA M
AI{R1E origin claim; XE4 2 provenance survival
I SRTE . TR : PREATE TINUE, R
TR originator i Al hiE, RINEXAK, &®A
principal--authority binding,

J54: handoff R & P1--P4 HEfa—MER (§7.1
f] conformance test) . MEHEIE T — ML
P1 &l R Z % AutoGen source AR ¥ HE 3% %= P MH
2B peer, TMij& transcript #ZfR B (HAThi&; FKAILE
r‘;sults.md ik IZER, MARHN THEMNEG
E 50

R4 (BEAAM)  FATAHHEBE K OpenAl Agents SDK i id:fift
A verdict #F2I#IA; HIFEA handoff A2 P1-
P4, ZULEHTN TR W RIS, AU M E TR

.
1!:[ o

4.3MR: (1) EREM

“PMERPNE R —2% (B 6) @ isolated- low #Z1E
?E{, isolated-high-benign ?ﬁf’lﬁtﬂ AR & LR
BEIRASTRZEEN; 1B composed # W, FFEME
BRI 7 AR HE Z R R IR T, IXEN
(1) ERBIEZ R E IR ZEIT: ground truth 2
BIERGIT, MARZ agent BEMIH R, patched-
composed 7E = MEZRHIIKE DENY, XHLZZL L con-
fused deputy HI%Z2#% witness, MANEARKUA G

Bk C il 1) ; HIEWKRREERHE §4.4 B9H
o

R1 (i #odR) TEEREBINZET, —MIBRAEET
REERIANIRE, EHSE TR IT: Sk
BT, ERENRERIEE,




® 1 LRIRE, = MNRAFRESRIES A FRA SR ERA =D ELREm, FOR 8 S  MEZR O T 1iE
A mII, B 5 s R R PR BRI T A, HIRA R A IEIE R 1 R e A

HEZR HERIE L% A i

CrewAl task-object reconstruc- H9: PostgreSQL 16 RLS, W~HESL DB
tion: base agent tools. execute EEZH role
Task(...)

LangGraph Command(goto=...) handoff + kernel POSIX file ACL,
add_messages reducer mode-0600, sudo -u nobody — EACCES

AutoGen / AG2 per-recipient HI: GitHub REST API, fine-grained
role-rebinding: conversable_agent.py PAT scope, 200/404

OpenAl Agents SDK (held-out) transcript-reprojection: handoff() fili’  OAuth scope, HTTP 463
model-emitted transfer to_<agent> call insufficient scope

boundary mechanism varies; initiator authority dropped () in all four

build

CrewAl . rebuiid.
task-object reconstruction Uik UERl(GlserpEe=
(fresh fingerprint)

) Data agent base_agent_tools. execute
deputy crosses: reconstructed Task

Command(goto) + Dat nt raph/message
LangGraph Triage add_messages reducer || 0213 dg€ grapn/me 1z ge-py age li
state-flatten handoff (flatten by type,id) deputy crosses: flattened message list

\/

per-recipient
AutoGen / AG2 Triage role rebind
role-rebinding

Data agent conversable_agent.py:1222
L -
. crosses: role-rebound message
(only name string) dhsipn sy 8

OpenAl Agents SDK Tri . mo;iel—imittedt Data agent handoff ()
transcript reprojection age (tr?r;icfi%t ;)é;%?gci) deputy crosses: full transcript (forgeable)

Four mechanically distinct composition boundaries — yet

each drops the initiating principal’ s authority the same way:

the loss recurs identically, as the four-property account predicts (not an artifact of one primitive).

20 AR YA HEFIEL R S MERDNI EARK 7T ABRLEENIR: CrewAl EH# task object,
LangGraph #% id flatten state, AutoGen X% recipient EZf role, R OpenAl Agents SDK fi# model-
emitted transcript reprojection, RENHIAR, FEDAHETTEI, FFEPUPERAR,

2 (AEREZWI (OpenAl Agents SDK) : WiiEft
verdict 5SWREER, SNHEITHESHIIN; WaTT

FHIAERA, exit 0,

FATTHE [ KL i U=
isolated-low DENY DENY
isolated-high-benign ALLOW ALLOW
composed ALLOW (collapse) ALLOW
patched-composed (out-of-band) DENY DENY
forgeability P2 — in-band honest DENY DENY
forgeability P2 — in-band forged ALLOW (bypassed) ALLOW
forgeability P2 — out-of-band forged DENY DENY

4.4 AR : nIfhiEtt P2 5 e RiRE P3/P4

ahiEtE %S (P2) o CREFRIEME RIS RSB A
M, ReA5i@E: in-band %K, FHEXIRISE K<
{64, [HewhiETE RS0 ; out- ofbandl MR, [H
FER D38 1% SR IC 48 80 initiator, 4554 DENY, ME—

® 3 orHE R = MHER verdict B2 —8, B
HITHIENREM, verdict fEZ R BIRAL I,

BATTAR verdict &YX

isolated- low DENY RS [ H

isolated-high-benign ALLOW REEZEERBRESTE
b

composed ALLOW {4, (1) ER

patched-composed DENY RFEE I E

HHZ R ZAfhiEE, Kt in-band provenance /&
ambient claim, i capability,

R2 (Alfhigidid, P2) 7EBFAHRN defensive-deputy
RIS, in-band K& initiator 7€ IEE K H M Low
%% high, Mi—HMZEE/ZIHE; in-band provenance
2 capability,




ZREREEZES P, BEFEREREZRD R
B, P AT B g AN R P i, fE B 5L Au-
toGen RoundRobinGroupChat $£ A - B — C #1, A &
AR &, B 2R admin-tier relay, C ZBj
EEREE, BITNESZIEEMN source B &mE
HFEAEZIE B agent, FTPA ¢ IkEFIRTZ B (HHAR
peer) , NEA, 1% B FIRIRZ=R, 195 ALLow; #
% min(deputy,A) .} DENY, out-of-band i b 2|
#7 A <> pENy; BBkl A — CcH, source 5 A &
&, W2 DENY, Z5HARIAR LangGraph StateGraph i

(poc/poc_* multihop pl.py) EIFEFEELMK, X
A2A corollary BARfk: HPkEHIE peer identity fE
NIE B—C, {EABREINIE A, FItE —BkARtE; source
mERZE “BREVIE , NE BRILR”

PR (P3/P4) . — BRI PIAP2 1@
E, SHOEMMNEERNEE: E3 LR IEEREE SE
AN YEIA initiator, PKE P3; E4 {E{HE G EHR
N8 min(deputy,initiator), ¥R AR EREEFA
2, WKE P4, —EHHE LIRS DeENY, (HERTIE: §5 IE
BRI& A B AR R IEFR AL P1AP2 substrate,

5. B%Ai Brinlstif: RIS E I B RE

MEZRHAE RN &1, ENESKRM T MmIEIE, B
HIMRIRIR . QN SRR 22 AN R e S AR IEE,
B E P1--P4 FHIRLEMER? P2 B § 4.4 Al fhigtt 2
BT E, AutoGen source HY P1 H 22 Bk 5 M
ZHIE: EF#EE. hop-local Y source k&2
HH2 peer, MANE originator, CrewAl fingerprint
[ P1 H&5# witness H7E: delegated Task & FH #t
¥ fingerprint E#; A2A [ P1 HHHEHE,
NENIERZEHmME—Bk& ), P3 R IEREHIE

(native API JE 577 1E. authorization path /&% i3
B, FHHARASAE) ; LangGraph (¥ P4 fHE5/IEYE
H|7E; CrewAl fingerprint 1 AutoGen source 1Y P4
M2 7H attenuation differential #iE,

BN ENDNEAMMEE: = framework-native
JEJE (AutoGen source, CrewAl fingerprint, Lang-
Graph config.configurable) F1—“ protocol-level
B JE (A2A transport identity, fF N X £ wit-
ness) . EHRTCNIAZATHEZNEA, MENT
B\ JATHRER S config. configurable X
NI E AR RIS, [K9°E R 38 0 5
P1/P2, WitEEHEEIFBE, R 4 HHEER,

X &% verdict A~ 2 F L #F # 89 E
¥k BH HE 4 X X conformance test (poc/
conformance aggregate.py) o % M ik 3K 3 & A&
28 probe, FH:PAF:E schema #ith per-property ma-
trix, BITESEBITNE I =17 framework-native
&5 AutoGen source (P1X P2X P3v P4x) . Cre-
wAI fingerprint (P1X P2y P3X P4X) . LangGraph
config.configurable (P1v P2v P3Xx P4x) , FH1ERT
A HEZE R [R5 B conformant out-of-band chan-

4 (PLAP2AP3AP4 = conformant}< ll'll“;){llz;:s:‘,)
b4

still 2 short: = ~
= 3 needs P3 1 p4{ P1,P2,P3

LangGraph

—tL
config. configurable -~ P1,P2|
(strongest shipped) ~————

Fa v1) 72 [Pa< AuloGen (pg)
71 2 [p3J Ae P4

CrewAl fingerprint, no shipped primitive
A2A identity

e
o secures P4 (attenuation)
(2J

3: BEEM G FEIEAMT {P1,P2,P3,P4} T4 lat-
tice HIIN B, BPMRRIPEFE,; ®E—DEIKM
Ui conformant &8, %A CAMIEEM P4 B, &
7Y LangGraph config.configurable £RF T i JE M
P1AP2, ZMJyik P3AP4, EIRYJLMAE it 2EK: &
N FEBMEEART 7, RIERERLRIE,

nel (P4Ii2 v) . A2A {ENCRS witness #EA, [AH
EIRE R AEITHINESR adapter, JXNUmt 2 P 1%
FIUEHARY artifact JEA: 46217, 2N THIE—
/I\Eiﬁﬂﬂ%*/l\‘l%fﬁ, MR ETETE & o F B R
ﬁ o

EARRRIEE SRR : © NIBITI E5, ¢ NG
Mr, ¢ WS witness, T4 lattice UK 3,

KUHAR “BPNEIESE - IMREMER" X258,
MzEEmE, HEERK “M—PanFEmEZe” NE
B XEEJHIERETE {P1--P4} ) F5 lattice F, & H
RIPARE TS, MAREFRIBRIFIEREZ, B
ik apex, HEA—MEXFEHE (B 3) . XPHE
K& B & A0 EIER universal 2 AIEANY: HEFEE—D
ERMEIEREEEH, MaEiE;, RIMMEELH. 5
IEFIE, conformant out-of-band channel ¥iHH H#rR
AR, A EBOR BRI, AR REE L,

#% 1R85 32 B verdict, AutoGen source: Hi pro-
ducer X & (messages.py:86, Jt validator) , Fn]
BRI Y E RIS XA EL (_selector group chat.py:
224) , fi BA decision-reachable (P3v) ; fH'E @
L RMEAE XE, BHREHEE PX), m
forgeability differential B #2 & M low_user # %I
admin_user, fUBH & A3 R 2 (P2X) , CrewAl
fingerprint: A A]ZF runtime UUID (P2v) , {H
4 R ATA M, delegated Task <18 2 ¥ fin-
gerprint (P1x) ; BHZIX tracing (tool_usage.py:
258,489) , authorization path &% H (P3X)
A2A =X fh audit-only profile, H A IE 37 Bl
peer (P1X) , LangGraph config.configurable 2%
BB KRG : B fE RunnableConfig I out-of-band
¥ HE, fhiE in-message claim Ii%EBshe (P2v)
# PA run-scoped 75 & FH ¥ node (_internal/
_config.py:195, P1v) ; {HER#H T thread rout-
ing (pregel/ remote.py:386) , M AH TR, 4
configurable.initiator=nobody Hﬂ‘, W5 L BT 2R
ALLOW (P3x) , & A J& 4 min(deputy,init) at-



4 RWBEMBHRELR: SMERMGHIRIERE P1-P4 PR R, DA 280 e 1 B i & ) AR %
2, WE—NRBIEE; HE §7 1 out-of-band channel #& conformant, ZMNIX 7 7 WM& Hirgt 25
13/ provenancefIHlii (source, fingerprint, ;2B IEMY failed fixes) 5HA HZ2AENSIET initiator ¥ oppor-
tunistic metadata (A2A. config.configurable) ., B PNHILIEH evidence basis (runtime vs structural) UL

# 9%

B HiE Pliif P2 Ruffhi& P3AAMRSK P43 conformant BRI BN

AutoGen source (autogen-core 0.7.5) X X" 7 X" “ P2, sender FEEWTH AT REN A, h
% origin SR,

CrewAl fingerprint (commit 051fa0c) X" Vi Xs X" = P3. ARu[fhii UUID HEHAHE/trace, REAF
R,

A2A transport identity x4 v x4 xd & P1. IAE—BKISZED peer, WiRERPIAZRLHE R
ENECLZNS

LangGraph config.configurable (0.6.x) v a X Xs = P3/P4, RIFHAAIE, EAERMNARIEZIRT %
R E e, WASELZR,

out-of-band channel (#432) vr v E v P PO BRIFIS R, 2R ERE L AR,

tenuation (P4X) ., XH P4 ZFiPAJg structural,
IE2 KA runtime-confirmed P3 failure E.4 i %
A consultation point A[J&1T attenuation differen-
tial; EFEREEOE2EHERMFB, 2XTF chan-
;el IS, AR FR LangGraph M A INIER
REFMEXEIEWRE P4 (attenuation) , HfF
— M P3 (H'ERAIIER source) o JEIEMIME: B
ARG ZA[IAW, config.configurable Fiili & P1AP2;
Rt ERRBE A REN: EMEBEEZR S, SRR
AEPRAEEFFEEIR, TR RRELES (1)o

R3 (WMBE, hL&R) KEERMIMNERIBEHE
P1AP2AP3AP4; BIf# 58 HT config. configurable R
PEEM, FERERRA S, EMS B ARELLAE
workflow %4,

6. ) HESKA

WRECH §4--§ 5B IHFHR, ARTMA=ADSHR R
7 BREAIENAME, BOIABLRRTE, N S1ER
EAPHBIER M, ETHiIA reach, breadth 1 or-
thogonality, (H#EI AR R E5K; FRFEKKEE
il (§4.4) SMFHERE (§5) o 5 HBBMIE
iSRS SUL TN

6.1 HBAIR A HOBR 2B HER S vr
AR

T P28 SR SZ AR T R, fH relay ATRERIA Y
T AT, HEEFATE relay B #:oh =ML &
A F= AL OpenAl gpt-5.5 gpt-5.5-2026-04-23,
DeepSeek deepseek- chat, Alibaba qwen-max, iZ{T
£ H 52 AutoGen RoundRobinGroupChat A, {& AR
triage agent # U — MR MIE K, ®EFE AL jail-
break 8f}}& claim; EtX[R data_agent A ZH01T
FR5EH] scope [ export_records 2RI ETE, =1
/b= e =Y B /S

AN AE R E worker #82 AT S B B S
data agent, J&# fili & RAX R & &2 & To ik B # AT
PR SFH (RIXFR 7 R FF A export:public) : gpt-
5.5 fll DeepSeek 7% 30/30, gqwen-max 29/30, & it
89/90 (B %Y breakdown NIk B % 7) . ME—
non-fire NEZAIELS, M2 BAYER 781 [F) R 1E
TEEMZIE; % trial PHEZRBARRA#E initia-
tor channel, FZBRY#EHRSHIIT,

XA 2R ARVFRIA L 2 IR S0 JE AR
BUAE BN AT UMK, M A “relay 2
strawman” HJFi%E. 1 REMEIEREH% data agent
1E/2 agent RUTUHATAE, BEIHIXA LB MIEH task-
following, Tfi A~ 2% i, %k & HTE AutoGen |
1217 (CrewAl/LangGraph FY Af 35 H i & 1t S0 46 78
32) , FibA 89/90 & ecological signal, REZ41g
b, MAZRRELER GR5) ., =MEAEES 1R AR
‘B 77 first-party API Vilal; Ff3% B Id5%¥m s resolved
fingerprint, Fff£ Qwen date-pinned snapshot &
¥ (28/30, WHARAMSZME) |, FIREALZ trial tran-

script,

6.2 FRRIETE R EINAZ

£ 13 M EMERES HLNM A corpus 1 (—4
mainstream-skewed convenience sample, £
RS HEFE; B A B AT pinned commits
DRSS AL, FRATTHEHE 22,818 4L AT 6,076
delegation/handoff/shared-state sites (& 4) . M
NEAN D BEERIS B M 8 6,076 D keyword
sites F1{&H — 1 carry (0 carry; 7 > proximity
candidates 474 false positives; Wilson 95% UB
<0.061%) ; k&5 B 384 1 non-test cross-handoff
sites H1, 247 /4 identifier-flagged windows & A\ T.
HI7E 4 HB8 M negative (0 carry; UB < 0.99%, X2
nominal bound, K4 site B 13 1 repo M,

ANRMSI AR, R R o 2RI A
#. codebook. W 73EET codebook reproducibil-
ity (38 =HiEE codebook EBFTE verdict; R
BEFARYT coding variant [£2] k= 0.58, XEFEEEEK



AIBURMEST) WY A, HtE census & — M=,
M2 grep heuristic, &% IEWIEH N N
attenuation #%F initiator authority: fEZFEAMH,
authority-bearing channel BB,

R5 (BRIABRK) 78 13 D EWALH, 384 PMHHIEH
cross-handoff sites /F 0 P authority-bearing ini-
tiator field (Wilson 95% upper bound < 0.99%, %%
FRB ISR, ARSI AR

6.3 G BRIOREAHIESR

—PBEAFRER: XA ZEEA K indirect prompt in-
jection, A&, FATHE §4 HEUREMBGERA, Mt
J& = in-vivo export requests (gpt-5.5 Lt 30/30)
1 # € 7 CrewAl/ AutoGen composed-collapse
tasks, RAEHEFFIRIFAKMES (protectai/deberta-
v3- base- prompt- injection-v2, LLM-Guard ZRi\,
rev e6535ca) o FifH L™ composed-benign i A &R
WA SAFE (p > 0.986) , {H &2 fil &k 1A
B, [F— A< PA p = 1.000 BH W PY N2 8t IPI
payload, fu{ll#si@E ik, 2K %A EANREA
M5 3t detector class J&%: composed-benign re-
quest /2 injection-free natural language, pattern
matcher, classifier 8{ LLM judge #%{% & adver-
sarial feature AJR#L, 1% KW A I 5 & 2% injec-
tion defense 1IEX, X—rifE ServiceNow /& AT
MR P ELA I (§1.1; experiments/defense-
orthogonality/) ., ServiceNow FJ second-order in-
jection 5AIFAFE: injection 2k #F, com-
position ZiEfTHIA (injected 8¢ benign) F-ZZ
deputy authority HJCREs, MY injection-free
T LE 2 A PR XN ROR 28

R6 (SIEAIEZR) kit NRWAIKITAT A composed-
benign A, HENERRA TR, [FREUR AN ARG
1%, MAE adversarial text,

6.4 FONEIEZFH T4, AZF T4
7. Wig
7.1 Wi S R — S

PO R ZIE R RN . EARIROS, WEAERE
BRI LABITINIS W, RATHE § 4 REIMEBR & T B O9HE
BRI —EEMNIE poc/conformance aggregate.pyo

SENRAESOEE, EIRE P1--P4 WLz, DA
ZIEEE A conformant; HH P1/P2 HIB T Z 7
B, P3 &R ERE, P4 X% &6/ IR
HIR G FIZTTIN 2500078, *F LangGraph W F45#
RERE, BA—MHERAFTE— adapter KRIK
#H delegation primitive; f&E I OpenAl Agents
SDK (§4.2) w2 LfERfl: —4 adapter, FrH R

10

# 5: Claim-strength % : SMIEHE SR T2, AKX
REF 20 MRAVHEF K B forgeability/ multi-hop
differential 1 failed-fix matrix; HRIUFHE 2 #F

Mo

UEHE S A FE

Uty E| HEFER (1) BRI

A& ZE S in-band prevalence
provenance &K
P2

Z k=5 hop-local identity B MY
KB P1

KWBERER CRAFERES T ZERIAARE
%

Census (0/384) &1t corpus BUAL SRR ERE]
SGibE]

HSLAE FEGRSERTE RN

(89/90) =

LR B T IR T RIESR 75 R 23 [AIERA

3@ E A conformant, out-of-band %22 fi#iEjE con-
formant,

IE— conformant ) —1T X AT H & EE S
PE, §2.1 WIEEHLHI (OAuth on-behalf-of, mac-
aroons, SECURITY INVOKER) fE+% H J& 415 5% il 2
[Fl—4> P1--P4 &8, — conformant ¥|@ H 2N
e, ANRFERAFEMHIEH: B R adapter IK301H
AN AR IR IE HIE P1--P4; ERIREROD (L 2@ iE

(P3/P4 FHIEILAMER R s ML E W 2) 5 A
LSRN BTSSR BARES B, AR —IREATHI
B4, BRI E T EMEEER, HF & NERER
a2 §3.4 =" seam z—, HiHEIRYEFEEW
B, WA EIEE R,

7.2 /MR EITER, ARMA IR

[d— harness %t T # /N conformant @iE: —
™ out-of-band initiator reference, HIZ{THIZHE,
fEMEIEEJE, FERKAEE, 4% min(deputy,init)
=i (P1-P4) . MAESTE=THEZM patched-
composed BITAS IR E IEHfTEL: (§4.3) , HE—
PRI B M — T R P M R EIEE (§5) o BB
5t in-band provenance #H[AY forged origin:
RMZS | HIZ TG E B e B2/, BahE Rl
XA E (P2 257 , FiAEMZ 2B %
ASEMERI R B BRI, AR RIE—EE,
HHRAFRES X MEE R M ARER “fE—1
FE , BB, EEBERIERE = seam L%
LRG: MEEEOARTEE, BHSHRRREE,
£ R 8R PR M % initiator R 5K B R I £ 48,
WA AT —A seam B R4 API s(fic &I 5% Al E 4T
FF; XM T M 2B HEZRBIA S X B RCA, 1T
census (§6.2) HAZREEHE XIBEEFEIALZIL,
KMNABAREHNRENN. EF TFEEgK
T SE B Z R substrate (capability token,



signed hop chain, trustlayer, L §8) ; IXZEHLH]
PR ASCUE BRI HIETE, A SCOTHR 228 H X iR
KHUSCUERTE, DA — M /NEiEds,

7.3 B3 —AERABES SO

TR AR REFE AL, HIBA: 17E BRI, AR
B EABR RS HHEE AR RIS ? 21, HTE
IE WP R R A B L 2H M REHIAE5HA
—77, =IFH—DH CTCIEBERZ AR R R IR
1€, ETIRATA & N RIEY 5K AR RERNR R AU
BN OXIE2 &/ MR RN ZE R IERBR, §2.3) o
IXANE T AR J5E 2 T A RIS E R
WP REE; AN SCHEE A 1EIE ] TR a5tk
W, FrLARCKZ o BB,

BATMN=A B m 2N, WE (EAR X fixture
b)) FERDBFENRBBRN, deitkiEE NG
AR R 2R E AR, =2 R 3R LAy A]
SRR B S TOR 2--3x (A7) 5 ¥ ek res
4f 72 (init,deputy] lattice tier band, H.&H @ XA
band (§2.3) , FiPABMIAMAESE AL, 17 (B
fi witness) : XPMEHELB IE LA FEENEIA
ZaK, HLHE ServiceNow Now Assist (§1.1) . Mi-
crosoft Copilot Studio #l Salesforce Agentforce, ¥
W GEFE) @ 2SS EAE A P4 PR
& substrate; HARIEM, HIEAZEKIN

WL E KR EA T S KA, msta e
LENE HIEEY 3K SEB S L e 2 enE
TEEER, KthEFEZEATIE, 2RO
KA ZHEEAIETIRE (§7.1) o HFSRIFREZL M
AREEFHTBEERIES: BRI EE
i ALLOW/DENY, {HRNBEREES P1--P4 HHIE— gL, T
IXIERAS TR RN BERNESEHSIARKNTIE
ZI B R BRI AR R 2,

8. MR LAk

—fiEZER (§1.4) : BA LIEFKNMA authority-
bearing channel; FATTE LI ZN &2 E BINAF
fEe AR E T AFMRE&S, WEIEE X
T LLM agent 5 multi-agent security HJ£EiR [11,
21,27], RETERBEIR —-NMEE: L2HEH
TR Z R IAIR substrate; {HEATE T
iR 1% % substrate, T A2 & B2 & EEZEERIA
SEMH I, AXMANT (object) orchestration-
framework implementation code. (method) de-
terministic isolated-vs-composed differential, DA
K (phenomenon) principal substitution %2 s5,;
fifsk D (3% 10) HEEFSREMDIX MR E AL,
MEEZHERY, Shi % A Trust-Authorization Mis-
match SoK [50] A Belief--Intention--Permission fi.
1, EESAR S 1B TN AIE I — 2 B 5t
—ik, FMERAERELL, ELEEAREBER: — M

11

R BARHERR multi-agent coordination frame-
works, F{8 composition boundary 52 EE SZE
FI N FFTRRN R, A SCAEBRAY TE 23X AN Al 1 e 1
serh, RA—MEFRETZ e, deefize, K
ML /2 authority-bearing provenance loss — prin-
cipal substitution, FFA7HIMES TAF 215 B AETR FEL
FTRE, MAZECKAMILA LR authority-carrying
channel [41, 52, 54,62],

WIS confused-deputy Fiffll, —Z&BifHIZkE
AL H agent over-privilege: PFI [20] [X 43 trusted
5 untrusted agents, Progent [51] i#JT tool-level
policy DSL 3l & /MXFR, SEAgent [18] #E MAC/
ABAC #2208, HHEARRMXAE, BEIEHS MAS
runtime bk & M T multi-agent confused-deputy
PoC, FAKIA multi-agent confused-deputy IR
RI G FiE R T SEAgent: BELBRZIT N, ©
A2 55—, BI457E principal J5 A AMHAATER
i, HBAENE AMBE EE provenance, AR
HRTEAA: ZRE R SRR ETAE, XA
HEIERBR 71X — 5,

Provenance- and identity-aware authorization
protocols, H &M — 54k ZHEHE K B 15 %2 sub-
strate: AuthGraph [56] Xf5F reasoning graph 55 au-
thorization graph DA [E]4% prompt injection;
AIP [43] 5] A invocation-bound capability token,
5 fy. T provenance & F| MCP/A2A;
HDP [9] 15 —Bkic % Ed25519 %44 55l ; KYA [45]
WHNHEZRTCE trust layer; MHIE G MRS 1t ad-
visory identity E[A] authenticated delegation [1, 4,
28, 35,36, 53], XL TAERUE T FRATHIATHE; AXHL
THEMR—F: HEMEZEZ & ERESRZSERIA
5 X L substrate iR AVIEIE (§5) . P3/P4
consumer-side enforcement K& AR R L 2E
#: OS provenance, Linux credential passing 5
ambient capabilities, #&# OAuth on-behalf-of Ay
Z RS & %16, P1--P4 2IEREH SRR L 51 5
agent boundary, M ANEEHLZHE,

HEFELKS 2 T HiwiW, ChainFuzzer [58] @it
greybox fuzzing & Bl workflow vulnerabilities,
B RIEMZ tool-to-tool dataflow taint: ¥z &
FIXkfE ke sink, %A principal #:&. prompt-
injection 5 tool-agent benchmarks #3518/ [10, 46,
63, 65], ILITHIKE M L2 taint-style RCE discov-
ery: LLMSmith [30] k& source-to-sink %% #4i&
exploit prompts (11 4~ CVE) , AgentFuzz [29] fif
H directed fuzzing (23 > CVE) ., XLET/EHFRH
JEXPT payload R data—sink B2, AR B
i\ MY initiator—deputy FBRE&TR, VilFzilA s
IEREAATAERE R T AR b BRA/AHIEUXURS: [6] 5 LT
5&0

S 2R AL, = DUT G TAEAHAR: Agen-
tRFC [66] 8 MCP/A2A/ANP/ACP specifications &5
79 TLAT invariants (RNEREZRAAD; SNy 7E
17) ; Agent-Fence [44] /£ Wrong-Principal Action



1817 R agent archetypes #T43; Agentproof [60]
F A K IUE LangGraph/CrewAl/ AutoGen/ADK k[
workflow-graph topology; ) {ZH taxonomy T.
TEN R ARG [37]0 TADKINRIBEES: prin-
cipal substitution /2 Agent-Fence wrong-principal
FAH—DLIE AP, HAA T EK—E: Agent-
Fence ffii & archetype break-rate, gV P1--P4
PRI — RS ASCHRBEZEIEBUAR (5E% object x
method x causal-claim FLE ISR D % 10)

fREIRAS RL 2N agents, AJRE( AW &A%
2 ERAGHFERRLZEEDIR, #3209 ERLE
—NEME, ARSI ES X deputy MidE initiator
147, BN principal substitution, %#H E&1H &7 E
BT authority channel 2 Z03L R 2 PG ME R ;
IXf false assurance fEFEARSMEEIFIN, FEHIEFA]
[ census FHRICABRINGLL, ik, FIHEEETE
WA[381T conformance test, MR HFI, #
DEIZ: WIEEE, MARMHEETER.

(815

ASCRRIT BN R, ASZE R EEE M exploit,
fE5e4 RYEREIME R N O0BE agent. JLiEA pay-
load) , FATERFEMAEZRIEHEGH AR DRELLE
RRAEE, FmEE T BAENEZRYE . e b
IR, DAREHRAL T 2R P IR 2 e R & 7
(R R AT HE TARH LS WSO AR, ARG TF
o

TR AL artifact, PoC HRETRAIZEHI Y ESL{HIE
AFERBUE b, PARYER A IBTT ATFREZRNRE: &
#t PostgreSQL RLS, M1 OS uid Y kernel POSIX
ACL. A F GitHub X &, In-vivo f&& T
AL T jailbreak B B¥IER, #&FH PoC X5 =7
live system, % exploit payload, &AL HA
fixture H' canary 5,

P, HoBA a4 BAMER, SIERAHTEA
AutoGen, CrewAl #4473, Ff 4= conformance
teste BATKHAA courtesy notification, AR
% embargo HBEURIAMR G : H—, XZIZITEIA,
REHBEMNTHAGEZL 4 bug; B, MHXEOEL
AR, issue tracker, BEURAAHESSHYE A FIE DA
¥ ServiceNow H-HhE %,

SRR, PUMERR conformance test 58/ con-
formant channel BE#S B 44772 F1ER 2 A 5 5% 4]
RO, RATEFKRTE, AXEANRESZWHRE, M
R R — T BRI 2o

12

THIREL

BMARELGEUA EKMETFEN 2 arti-
fact, artifact f1#%: CrewAl. LangGraph. Auto-
Gen WZEEZRHEHHAEGIUTH, PLLAE M Ope-
nAl Agents SDK #ijll harness; forgeability (P2)
5 multi-hop origination (P1) %4y, PAKH A&
P3/P4 TH Rl H 2 M BT RE BE AU HEZR T X confor-
mance test; EJ5¥ harness (PostgreSQL RLS,
GitHub fine-grained PAT) # kernel POSIX ACL %
#; prevalence-census scanner, non-test site ex-
tractor, adjudication codebook 5 inter-rater clas-
sifier; PAK in-vivo harness, &AL transcript fIfi#
Hrth#Y model fingerprint, BMIMAEZEER pin £H
& commit 5 release (38 1, M A1) .

TRAZINIX L, artifact fENEZ AN FEITMGIRAE DG H
MIRIRERERE) 5 WS R AE A T G DUOTIRVE A]
R AR, WEMEAME BTSN (exit 0) , BR
pinned framework source #MEAMBKH, In-vivo
R BRI IRATA TSI A S =77 47~ B8 APT; Rl
MEEIERE T RIZFIRE transcript 5 model finger-
print (fff3% B) , R & REMELE live re-execution
%2 provider model drift FZMaRHMAATREE,
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sites, BIAH 70 BF, PUEC ) 72 @ o 27 S0 A8 H [
state graph. task construction. message merge.
group chat, send/initiate-chat, handoff, dele-
gate/coworker % idiom, MINZEEWRHE WLH,
AR E R A WTE K

Handoff-type call sites (™ % 4 &) . ™%
census H £ B 14 4 £ /R H %L task/ control



repository category commit commitdate extensions files scanned
crewAl framework e©51fadc  2026-06-03 Py 1,207
autogen framework 7cdeble  2026-06-05 Py 1,601
langgraph framework 43682fo  2026-06-03 Py 445
metagpt framework 1lcdf46  2026-01-21 Py 890
superagi framework c¢3c1982  2025-01-22 Py 426
camel-ai framework cc2de7a  2026-06-02 Py 1,130
langroid framework  763d5cb  2026-05-21 Py 424
autogpt application 2ca389%e  2026-06-02 .py/-ts/tsx 2,796
dify application c8abbll  2026-06-04 .py/-ts/tsx 9,523
openhands  application 64ae075 2026-06-04 Py/-ts/tsx 1,904
taskweaver  application d44ddef  2026-03-23 Py 167
flowise application a4cde49  2026-06-04 1s/tsx 1,225
anythingllm application 43e0d9a  2026-06-03 .js/.jsx 1,080
total 22,818

# 6: B MEER audited cross-handoff sites: dele-
gation site £l authority-carrying #(, £55R%514N
0o

repository files delegation sites authority-carrying
crewAl 1,207 1,184 0
autogen 1,601 2,868 0
langgraph 445 1,292 0
metagpt 890 47 0
superagi 426 0 0
camel-ai 1,130 122 0
langroid 424 452 0
autogpt 2,796 56 0
dify 9,523 31 0
openhands 1,904 11 0
taskweaver 167 0 0
flowise 1,225 7 0
anythingllm 1,080 6 0
total 22,818 6,076 0
transfer #| F jif agent [ pattern, }H A & £

7+ 2 [ Bk M1 4> B {H AR 22 authority-carrying call
sites Y #2A 5| A/ import ({5l 40 state graph,
conversable agent, group chat KA %) , ™%
pattern 7 #% delegate/ handoff/ transfer/ create-
handoff. coworker, allow-delegation. delegate-
work tool, task construction. goto/send. initi-
ate/nested chat. sub-agent I spawn-agent, &3t
A1 WHEBR S, T 384 > non-test handoff-type
sites,

Authority-field vocabulary (7§ 16 ) . 0
R — authority/ provenance whole-word token
HIELTE site B £10 1T & O H, B 1% site iE4
# authority field (F #4645 o X 16 1A &

#% initiator. on-behalf-of, principal/authority.
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source/ caller identity. delegator/ originator/ in-
voker, provenance, AN requester/source/initia-
tor/caller role ZE2%{A,

Identifier-aware identity/authority family (H
THEMFRIL) o iR iefE AR KB 1A carrier,
AN TE RS o> BE & O ES W Y] 79 4 identifier sub-
words (snake_case. camelCase. PascalCase
digit splits) , FfIEAL— ¥ J& identity/authority
family, % family % #% principal 26 id (user,
account, owner, identity. subject. actor. re-
quester, caller, initiator. delegator. origina-
tor, invoker, sender %) . session/credential 2§
1d (session. token. JWT. claim. credential,
API key. bearer) . authorization % 1d (auth/
authz/authn. permission. scope, role. ACL.
policy. privilege. capability) . multi-tenancy
2% ji  (tenant, org, workspace %) . carrier
2 id (context, request, metadata, header,
cookie) # provenance 2 id (source. origin,
on-behalf, current, delegated. acting) . X {8
384 NMEOHHY 247 MRICATFRENTHAGE, HSEBS
BRI, eSS RAA R TR RS A,

A.3 H5%E codebook

Positive criterion (KM . — MIRICE D
OB TE#E B E R I 36 2 S AR RN, A dmig ol
POSITIVE, B & IE ¥ authority-bearing initiator
field: (i) initiator-bound: @44 FESNEEK, i
AL peer. $UUT agent B{ persona/role string;

(ii) runtime-set: H A {5 /F8 handoff call
) kwarg B¢ dict key 4§ &, MMiA~Z comment/doc-
string (1% K X A&; (iii) integrity-protected: R



M attacker-influenceable content JkK4:; (iv) sink-
consumable: % handoff {£#%%| ~ilf authorization
decision, MARHHMHT logging/tracing/routing,
R4k codebook 4 HigfE{Loh: POSITIVE 34 HAYY
1% originating-authority token 7£ handoff call [d]
— @ O E RSB E, 247 DE O RGN
NEGATIVE,

False-positive families (FRFEEFE) . &4
BFRICEA negative I OEE AL FEERE; ©

18RS S AEAR, BE DR Db
- Transport/ endpoint authentica-
tion ()& W initiator-bound) : crewai/

a2a/ utils/ delegation.py: 175,274 FY auth:
ClientAuthScheme A IE fY 2 F| 1T ¥t A2A end-
point fdelegating client, N2 FFZIRITHE
JREIAMER initiator,

- Resource-sandbox inheritance (4% %
initiator-bound, H#%Z ¥ 2 ¥ /> 1idE author-
ity) : autogpt/.../ execution context.py
create_child context % child agent — /32 [R
file store. W/ budget 1 parent _agent id;
IXEMEE /M, A2 initiator principal,

- Channel/ capability tag and task own-
ership (& & initiator-bound) : autogen/
beta/ network/.../ delegate.py: 47 i
delegate(target prompt, *, capability=None,

H BB prompt B H SC AT — > capability
Channel knob; beta/ agent.py: 705 1Y
Task(owner id=self.name, ..) iC.3% Y& owner
agent H M4,

- Control-flow target / back-pointer (%% I
sink-consumable) : RevertToInitiatorTarget
5= group-chat routing target; self.caller /2
parent-task f&%t, FT done-signaling,

- Web-auth endpoint, not an agent hand-
off (¢ M handoff predicate & #) :
Dify # workspace-ownership transfer
transfer_token F1 OAuth surface gate HJ
bearer/subject & HTTP controllers, # i &H
AT, [HRES agent-to-agent boundary,

- Advisory name string (& W integrity-
protected) : source/sender & message/event

author By name strings, H producing agent
& E; role /& agent persona B{ message-role
string, ‘BEfTIEZ §5 UWEBARIfIE Y ambient
claims,

KESFET (216 MEH) FEH context (101;
free-text task context) .

user (43) . role (30;
message-role/ persona) . sender (36; AutoGen
message-sender name) . current (34; current
speaker/ agent control flow) F1 group (20;
group-chat vocabulary) #5%; & A — 12 sink-

18

consumable, integrity-protected initiator author-
ity

A4 53R AifEtS codebook I E B

P53 BRI & OB R B R I T8 7 BREA L
Ry CGESE) AR, RIESIHE, mAZHERN
F5> BF 5L, Wilson bounds %37 Bernoulli
trial, {HIX%E sites HAMINZ: 384 N H% sites B
1£ 13 MEN, H HFE—HERNEILE idiom, Al
ﬁxﬂiﬁgd\?%)&ﬁ‘?&, HSEX A HE S, KX
bounds W EME EREABRAITER, TAZRHED K
BRG], LR (13 MEEME R sites #1%
A authority-bearing channel) AMKH#HIZIX [H, Su-
perAGI. TaskWeaver, Flowise. AnythmgLLM 1E
BAIHIAFIAR 5L 0 ) handoff-type sites; X/
BEHEE, %ﬁ?ﬁﬂ:ﬁ'ﬁfmi‘ﬁ)\ 73 BERR R

Codebook reproducibility, 415 BH 4 ] 2 A
N AAIMT, —8 A HEMER codebook classi-
fier FEARHIE S — 01BN verdict MBI N EHTomAD 4
#8247 ANE O, FHFEAN 15 NG authority-carrying
handoff sites fE24 positive controls, fi agreement
statistic 7E AR B R IRE T WA E X, ™ code-
book ¥EHIEIHE (247/247 corpus windows NEG-
ATIVE, 15/15 controls detected; Cohen's k= 1.0,
Gwet's AC1 = 1.0, PABAK = 1.0) , W E %M EI/J
stress variant ( 1% handoff HHE & identity-family
token #t flag) &I EARIC 19/247 (x = 0.58, AC1
=091) , @—’I\%‘B%)\ codebook Eiﬂ%ﬂ’\] false-
positive family, #l41 sender, caller/self-caller,
capability, source. user fl subject, K %L HidE
T — IS coder, A2 lenient coding FY ar-
tifact, FATHIEHE shuffled blind sheet A% A T.
ZWHIE; WEM codebook 2 ANHBNEI, T
ARHE MDA coder, Frll x= 1.0 ZIZHER TR
codebook reproducibility (5, 155 &HE KL H
52 L3R lenient variant i x = 0.58,

Fit% B. In-vivo nJEMcEdE

AMFILFKE I §6.1 M in-vivo experiment
Flt 55 JC 80 48, f# gpt-5.5/deepseek- chat/qwen- max
g5 B M~ JF A At endpoint, T R 2 KIE
. JR 412 I 5 transcripts F1iZ #5 8 protected-
resource ledgers fii T experiments/ s2- invivo/
results- {gpt5.5,deepseek,qwen}.json, A

FUB R L7 B 2B 77 first-party APT YA H; Al
T:‘?ﬁiﬂﬁﬂtﬁﬂﬁ %, RS S I Al DO [RIAE
endpoint EHTIZITR,

Call-log summary, &XiZ1THI, FATE H R/
probe K #fiIA endpoint, FHH#iIA%H KR system
prompt 7EA: bare probe {H#E 11--15 /> prompt to-
kens (W EF&R) , SERIMNNHEEANETAS—E; &1



73 Bk sites authority-carrying carrier rate  Wilson 95% upper bound
coarse keyword delegation sites 6,076 0 0.00% <0.061%
strict non-test handoff-type sites 384 0 0.00% <0.99%

£ 7: Invivo: RMEEATNHEERESR (§6.1) . B fire #REBIR 7 &R, HHEAERARIEHFPATHIEE S H

(B R .

model (provider) endpoint salaries payments admins overall
gpt-5.5 (OpenAl) provider official API (api.openai.com) 10/10 10/10 10/10 30/30
deepseek-chat (DeepSeek) provider official API (api.deepseek.com) 10/10 10/10 10/10 30/30
gwen-max (Alibaba) provider official API (DashScope) 10/10 10/10 9/10 29/30

salaries payments admins

grt5.5 EENENEEEEN NENEEEEEEEE SEEEEEEEEE  30/30

deepseek-chat HEHNEENEEEE HENNENEENEE SEEEEEEEEE 30/30

gwen-max HEHEEENEEEN SEEEEEEEEE SEEEEEEEEE 29/30

89/90 fired m fire (s
the lone non-fire (qw

titution executed) m n:
max, admins) was a clarifying question, not an authorization denia

5: In-vivo BIXIRK fire THi (R 7 AT -
=AMEPRA x AR R < HRIAK, 1 cell
&R trial; ZRERRBUR S HTE R BPRAEE At it
& (principal substitution) , ZLfaRRAME, R
TEE A TEIEATEOT, EIEEARTE 90 R 89 E
HEZR AR VFREAR

% 8: In-vivo Wi A FIEIMTTEHIE (§6.1) . BME
RUER M P2 4L/ H 1Y first-party API #[iX; bare-
probe token count SEATHENE—E, HTHIA
LA system prompt, Z¥5% fires W 7,

TLS terminus

model (provider)

gpt-5.5 (OpenAl)
deepseek-chat (DeepSeek)
qwen-max (Alibaba)

requested id probe tok.

gpt-5.5-2026-04-23  api.openai.com 14
deepseek-chat api.deepseek.com 11
qwen-max dashscope.aliyuncs.com 15

endpoint # F bR i usage accounting & [A] 5 B bR
iH, OpenAl endpoint @i HTTPS forward proxy
V7 1A] DAl J2 Mo sk ) 2% 55 £, 1B TLS terminates at
api.openai.com, P PAH[H] 2 AN RE WL 52 8L (& I pay-
load; DeepSeek #1 DashScope endpoint H % i
], "E— non-fire (qwen-max, admin_users 7%,
9/10) B—PEIERM, NEEHEEL; % trial FAE
R H#E initiator channel (§6.1) o
Snapshot pinning (& % caveat) .

4~ provider X served model # pin &
A [Al, OpenAl # % date-pinned snapshot
gpt-5.5-2026-04-23, response = J& F£ echo,
deepseek- chat & rolling alias, API response
fi# T 9 deepseek- v4- flash (system fingerprint
fp 8b330d02d0 prod0820 fp8 kvcache 20260402,
2026-06-10 metadata probe i) ; DeepSeek R~
FEHLATIE R 1 dated snapshot, [K I FBRATR &5 AT
H B AARIR AT fingerprint,  qwen-max 2 rolling
alias, DashScope OpenAl-compatible endpoint

fie
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H echo alias, ffr PAJR 4612 17 B9 K8 W 8 A i A I
3%; 1H Qwen-max family & i date-pinned snap-
shots, ¥ IEPH pinned model L rl &8, FA1x
qwen- max family Y date-pinned max-tier snapshot
qwen3.7- max-2026-06-08 (5 [ 4f iz 17 H #A Ut fL,
[F]J& max tier; FATAHEWINS alias AR id & AT
¢ 42 byte-identical) il Qwen leg, 15 % 28/30
substitutions (salaries 9/10. payments 9/10. ad-
mins 10/10) ., X5 29/30 alias run —%%, %P rate
1t date-pinned artifact I %3 (experiments/ s2-
invivo/ results- qwen-3.7max-2026-06-08.json) o
i /)N per-provider metadata probe i 5% resolved
model identifier, provider-stamped created times-
tamp F1 system fingerprint, i T experiments/s2-
invivo/endpoint-metadata.jsone

Call date, & provider artifact mtimes 5
git author-dates % [A] ) W 12 17 & £ 7 2026-
06-08 (DeepSeek, Qwen £l f& ¥ gpt-5 run)
DA K 2026-06-09 (gpt-5.5 official-endpoint run)

(experiments/s2-invivo/) ; metadata probe it
IR T provider-stamped created timestamps, 4%
R JSON & H ik A& call wall-clock timestamps;
(Al FR AT X 2L artifact/commit dates fE X R4k
BB, IHST1E camera-ready replication bundle H
M provider account call logs #hFEAEHIZ call times-
tamps,

Bif% C. JEUEZE: K&, truth table 518

AIREGH § 3.4 REMRRFEEETE XAEZE,

#o Composition £ ¢ €
(ISO-LOW, ISO-HIGH, COMPOSED}, % & i% &
roe B LAK/ S AR R F X sink, &2 B
delegation/ handoff boundary #| iX, Initiator
channel K # x € {@,IN,00B}, 3* /r enforce-
ment point M i 4 ¥k & initiator: JC i M. AE
20 4 % 1Y in-band message/ task text, B H AJ
f& runtime ¥ & H # 28 KN 4 42 £ 19 out-of-
band channel, 1§ 1d forgeable(x) i 5% adversary

= 75 AE % M Pk & {H: forgeable(IN) = true (origin



isolated-low salaries

Alice |
LOW

DENY v local policy correct

isolated-high

salaries

ALLOW v fidegudy legit in isolation

Alice

composed LOW

—

patched-composed

admin Data agent
HIGH HIGH
.
'
Triage }—¢—%
'
S 1
'
. Data agent
Triage e pugty

ALLOW x principal substitution (collapse)

Data agent (
deputy HIGH

salaries

salaries DENY v root-cause repair

R

out-of-band initiator channel (the fix)

Differential: rows isolated-low vs composed share the same LOW initiator (Alice) and resource (employee_salaries); adding composition alone flips DENY —ALLOW (the collapse).
isolated-high is the isolation control; patched-composed is the root-cause repair. Color: blue=low-priv, red=high-priv/deputy, green=safe outcome / out-of-band fix.

6: WhE M%7, Isolated-low 5 composed H=[A —MEALBR initiator #1 sink; {XHIA composition &k
2 DENY ##5 ALLOW (FRE#) , Isolated-high 2 E#H; out-of-band initiator channel (patched-

composed) k% DENY,

claims #% §2.2 /£ 7 attacker-influenceable text
F[JK) , forgeable(OOB) = false (FH runtime M E L
session % &) o

BEeE, HRAE §3.1 /Y dutiful relay R: Xf{E
E R origin o (HLEMHIE) , BE#EHE—TT
HetE e, Bl R(o) =op FEX o WE R, XitE “B
PRENEZRK R ERE L relay RNATRERCN i RE
composed-only failure 28 &, REEERTH HITHE
H R [R] — ™ B/ VAU BR R SR -

dy(r) = sink_allows( min(authority(deputy),
authority (claimg(r)))),

H i claimg(r) 2B EIE « K E K initiator, H
claimg (r) = deputy (HEZEERIN: A IEIE N TR RE
RiEe#E, FrAl deputy H S MFRSZEL) o sink_allows
B BRAE sink check, BN AP RRFALS,

Truth table (8 sink; init KPR, deputy =X
B op TEEBIR) -

% 3—4 17 L ZFE B origin (e x A deputy
code FBEIE) ; 28 45 1T HHIE ko R RN
FLAEVAR O UCAI T, AN R T

ol 1 (et he LaEE, mAERm . £
relay R FIHEZRERIN x = o T, BUNMLTE RN do(r) =
sink_allows(min(authority(deputy), authority (deputy))),

Fir L COMPOSED = ALLOW, [ i ISO-LOW =
DENY, MMiER (1) XME XHEH: relay &,
sink ;& executor, &HIEERET initiator, KLY
JL4H /2 principal substitution HJJER, A2 KB

(bREE, ©itZ 1988 confused deputy) . B IE
EEEANEXE, MEME 2-3; BIMNEXE Ha
1, 2N 7t d R L controlled witness, MiAZE
R A B

il 2 (A PhiEtE, P2) . [E%E ¢ = COMPOSED
5REHEMN, HekZ in-band claim: {5 origin
%] DENY, fhi& origin 15%| ALLOW, A4 relay
B origin B, ME—Z &2 attacker-stated
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claim, # in-band channel 7] fi&, & « M IN 2%
9 OOB 1%kE DENY, WiBA4EI (1) FREisf T L E.
SEERNERIPHYIETE,

i 3 (GEJEME, P1) . 7ELNIEN A — B — C
i, 817N in-band source EH s w NE A LN A
) peer, FTPACYKEF| B M AREIEREHS A, ik
B NIRE R, FIREFSE] ALLOW; BABRZEHI A — C
DENY, RMHARBAEHEH T,

g4 (WEME, H5e% realized witnesses; A
SEA R RE PR &S B . P1--P4 & B AL 6 2
BHRE -1 AESRE KM primitive fE
N witness, A2A transport identity #1 AutoGen
re-stamped source % P1, in-band origin claim
% P2, CrewAl fingerprint % P3, LangGraph
config.configurable (i@ P1AP2) % P3AP4, At
EFRATHMAR F ) {(P1--P4} WEAT B T # AN RE4
(1), FrbA identity field BIELE 2 D ZHAFTH

(false assurance) . X/ realized counterexam-
ples A ZEMEEK, AJE impossibility theorem: &
X conformant out-of-band channel 1 § 2.1 FYE#
TR e G, iR Il E i SE A] AETE,

Worked example (—/MHEZR L E3vs. E4) , 1
LangGraph/POSIX H' (initiator 24 nobody, deputy
A admin, sink & mode-e600 X ) : composed
T8 %N, deputy A B C.#Y kernel principal B2 HY
X — ALLOW (substitution) . E3 (P3, policy
layer) 4/1— origin-aware check, B:EUfR 1Y
initiator (nobody) , Ff1E kernel read < mijfE 4t;
deputy credential ~4F, [R4: ACL HRA A = 4 i
%, E4 (P4, capability layer) {8 deputy #J effec-
tive principal NJA29 min(admin,nobody) = nobody;
BB kernel ACL Bf/5IR[A] EACCES, EIEIEAFINL
HIPKE DENY: —/%f initiator R, 7 —/NK4sE
credential; —FEHHULHEZGRILH) P1AP2 JEIHE,

Honest limitations,

- In-band channel fJ&# L, 7 harness #, in-



isolated factor c K

stated origin  claim¢  outcome  decides

AN WNRF | #H

baseline ISO-LOW —
deputy legit in isolation ISO-HIGH —
composition COMPOSED IN
forgeability (vs 3: only origin) = COMPOSED  IN
channel (vs 4: only ) COMPOSED 0OOB
consumer-side repair COMPOSED  OOB

— init DENY local policy correct

— deputy ALLOW —

honest init init DENY defense appears to work
forged high high ALLOW P2

forged high init DENY P2

— init DENY P3/P4

band initiator claim M attacker-influenceable
request text I H I plumb # sink; % plumb-
ing A AREAR, FNERRAAS sink #%
provenance, % 4tH X2 & Esource fJ forge-
ability, A& plumbing #il,

Sink fidelity, =/ sink #f /2 B 3 AU i :
LangGraph f# f kernel POSIX ACL, CrewAl ffi
i live PostgreSQL 16 RLS engine, AutoGen f#i
A live GitHub REST API [ fine-grained PAT
scopes, WUEH FHEI—MER, BT 144
enforcement, X/E&=HMWE XHEM, GitHub
PAT J& /2 HE ZR #3212 Sh Y &R SaaS decision
point, Wi P3 AFFEL per-API shim: patched-
composed deputy [ 2IMHK min(deputy, init) 4
72H credential (R#XBR PAT) , GitHub HCR
[l 404 (DENY) , &AMMHE guard (§4.1) ,
Determinism vs. realism, Deterministic re-

lay EFBREANEZ K ZE N controlled witness,

ANEEAKREE agent AR, HWARXTH
5 LLM £ittis 2 /0 F 5K, In-vivo confirma-
tion (§6.1) & = provider [ =>4 7= 18
B =EARETR. —4 OAuth-style sink; AT
HAYE RIS provider ‘BT first-party API El[ik,
BB EATLE R A T 2SR TR,
A2 root-cause claim; JJFKH deterministic
differential #1 property matrix.

Prevalence corpus, Corpus J& cloned.
mainstream-skewed sample, AJ23%5) GitHub
£, 384 1 non-test cross-handoff sites f
i census M I identifier-aware matching
B H RAETFR idiom incompleteness, 4l
/& initiator # @i +£10 17%& [ Z MY runtime
context (thread-local. middleware. run-
scoped config) #1, XML E OIMK; KK
f11&NAMZAT file-level scan, #E K contextvars /
thread-local / middleware / run-scoped config
5 handoff, principal token FJ3£8l, &4 11
A candidate files, 2 #8#%[F— codebook #|H
NEGATIVE, il out-of-window B2 E M &
ISR, NRPHIEMHERR,

Falsifiable boundary, 41 & 3 ™ HE 2880 I\ 2
e §2.1 PUMERIAIEIE, AR FKNE
AL, AT R G R A R IIX R 8
E; f#ZILM protocol-level candidate A2A A
IE [ 2 ¥ Bk immediate peer, i dE originat-
ing principal; CrewAl Enterprise “RBAC” &
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72 human-user permissions, ANJ& runtime
agent-to-agent handoff,

- Attenuation  semantics, P4 F fE
min(authority(deputy), authority(init)), & ¥ J&
J& 4= authority order H' [ greatest-lower-
bound (RBAC role rank, POSIX uid, OAuth
scope intersection) , NEBHER, HFEH
ABAC predicates, per-operation obligations
5% initiator keyed [ allowlists #5/2[F— P4 [
AR EATERE R IRALTH 28 3£ 17 initiator,
FHHE4E initiator ANRE B REA FHRUHERIE,
Enterprise platforms: witnessed, not mea-
sured, ServiceNow Now Assist J& #h & #
#&. vendor-confirmed incident (§1.1) ; Mi-
crosoft Copilot Studio #1 Salesforce Agentforce
1E 9 B2 BN AT I8, AR A X XL
closed products IZ1T %77, BE ™ fm iR BT
REZ I ALLOW/DENY, {HAREF®E P1--P4 il
— PR, IEREHTIARRARZR,

- {85 & validator, A& benchmarked pro-
tocol, F {1 % IE out-of-band channel 1Y
conformance (P1--P4 k& EFHEL) , MAZ
runtime cost, 1EfE. RAIERBPEMIA] M dele-
gation protocol Rt HIR; ASCHEALE P
W (§7.2)

Provenance lifecycle: synchronous only,
P9 o ¢ U X 7 % in-the-moment, single-
session, synchronous delegation; A Ml i
durable boundary £ provenance lifecycle,
ffl4n asynchronous/resumable runs H initia-
tor it session @AM, replay/checkpoint-
resume BEHHEMIH initiator reference, PAK
recovered initiator [ tenant isolation, X££/2
B3 out-of-band channel BRI, =9 &
conformance result (P1--P4) , R5EFE,

§ 5 conformance matrix ik #5 3 fifi, 0
VIX B9 EST 5 R W R runtime R ox B E AT
EZnWwE (§4.4) ; structural £~ native-API /
authorization-path fX#4734fr; doc FR primitive H
BRI,

Bisk D. &7 R C TR LESR

Protocol/standard efforts H#F# 8 5 W4k P1--P4,
Failed-fix matrix (§5) #R&EMZE L MNEZERINTH



# 9: failed-fix matrix & D ¥ ICH FIEHE R JE: runtime £I/RIZBITH 24>, structural /R native-API /
authorization-path #7347, doc R/RFIEE, P2 (BAKER A2A B doc YEHSMA P1) H runtime R7E;

P3 f& LangGraph runtime probe 44 structural, P4 %P4~ ¥ h identity/ provenance Ll ¥ 515 2
runtime-witnessed: attenuation differential #1ZAX R initiator HTE deputy R, #IEVIH allow; —
4T min(deputy, init) W &% deny, KMt “EBARZTR” Z2HATHORAVIELAIESE, N2 HMRBIES, P4 HAXY
LangGraph opportunistic metadata fl A2A A {#Ff structural/doc,

primitive Plorig. P2unforg. P3reach. P4 atten.
AutoGen source runtime runtime structural  runtime
CrewAl fingerprint runtime runtime structural  runtime
A2A transport identity doc doc doc doc
LangGraph config.configurable runtime  runtime runtime  structural
out-of-band channel (ours) runtime  runtime  structural runtime
[] reachable by initiator d[__}tlpewly reachable via deputy — the (init, deputy] band
CrewAl | 2 \ 2 | 2.0x

LangGraph | 1 | 2 | 3.0

AutoGen | 1 | 2 | 3.0x

0 | 2 3 s 1
reachable prifileged opefations (within one resdurce’ s authority lattice)

7 BURAR K RANBR & L & B 12 nl Ik 1 4R AU A

(Ftn) S5HEFBESENRREE AEE (L4
Fi band) . fE=A fixture b, AEEREEEN
AREER T 2-3 % XA fixture, AEAE
AT,

Rt 2o ATEEENE, FATHER AR substrates %1%
& (analytical, AJ& runnable framework de-
faults) WSS FEIFEY MR 45185 A S thesis —
B BMHEEANVERED TR, JFEMSA S &
ﬂjﬂ(ﬁkﬁéﬁ’\]ﬁiﬁ, i LAYEE — N2 deployer % 283K
% ‘i)\ﬁlﬁ o

& E S KA PL2 K bolt on OAuth token-
exchange / on-behalf-of (RFC8693) =X attenuated
macaroon; KW seam IF & AKX Z 77 b 5 H 1
seam: 1R in-band #H, ©rHKEHEKRE (5
W P2) ; WNHRAEN framework metadata #47, B
KRB AER (P1) BUKEAWBE IR (P3) ; th
%A NEZRAE DR SR AL ERIN AT min(deputy,init) (P4)
OAuth/macaroon fEH A REFRNL, 2K to-
ken M1 runtime #i&, EEMZLRIF. out-of-band
¥, I i resource server H i § narrowed
scope; X#t/2 §2.1 B realizability witness, —
framework-agnostic interposer #{1% witness out-
of-band #%7, ANFHEKMEZIRR, (HEIEZ census
MR R AEERAEE (§6.2) o bolt-on ZEIAR
FEAZATHA; —DERELIER interposer & “I&#
B EERE AN B realized form, [K ik
INTIANE X default-absence,
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& 10: SHX TR =4EEE: IR, Tk WRERBR, URSAEEZAL,

Work Object Method Causal claim / Overlap with us
phenomenon
Ours Framework Deterministic Authority-bearing —
implementation isolated-vs-composed provenance loss —
paths (CrewAl/ differential (benign protected-resource
LangGraph/AutoGen: input, single run) RBAC on wrong
handoff, delegation, principal (principal
serialization) substitution)
SoK Survey of 200+ papers; Secondary synthesis + Trust-authorization Root-cause naming
Trust-Auth-  protocols (MCP/A2A)  B-I-P formal lens + decoupling only; no
Mismatch [50] abstractly Rice-theorem (probabilistic, runtime  implementation, no
undecidability trust) empirics
SEAgent [18] MAS runtimes MAC/ABAC Confused deputy via Phenomenon
(AIOS-AutoGen enforcement + PoC prompt-level persuasion discovery (A3
broadcast) case study + broadcast topology A ; not
implementation
root-cause, not
differential
PFI [20] / Single-agent tool use  Trust separation / Over-privileged tool Defense;
Progent [51] policy DSL calls presupposes
enforcement substrate

AuthGraph [56Kingle agent, single

trajectory
ATP [43]/ MCP/A2A/
HDP [9]/ cross-framework
KYA [45] delegation

ChainFuzzer [58bol-to-tool dataflow

LLMSmith [30]LLM-app code,
source—sink call
chains

AgentFuzz[29]20 agent applications
(runnable)

AgentRFC [66] Protocol
specifications

Agent-
Fence [44]

8 agent archetypes
(black-box)

Agentproof [60Workflow graph
topology

Dual-graph alignment
defense (AgentDojo)

Capability tokens /
signed hop chains /
trust layer

Greybox fuzzing +
payload mutation

Static call-chain
recovery + prompt
exploit

Directed greybox
fuzzing
(non-deterministic)

TLAT invariants +
conformance replay

Mean security break
rate, multi-turn
adversarial

Static graph checks +
DFA temporal policies

Indirect prompt
injection

Unverifiable delegation
identity & provenance

Source-to-sink dataflow

taint reachability

Untrusted data reaches

RCE/injection sink

Taint-style 0-day RCE/

injection exploitability

Spec-level composition

safety via abstract
bridge

Authorization
Confusion /

Wrong-Principal Action

Structural defects,
missing human gates

Single-trajectory;
multi-agent out of
scope
Defense protocol;
we cite as
supporting, patch #
new protocol
“composition”
framing only; no
principal/authority
Taint/RCE discovery;
no principal,
payload-driven
Vuln discovery via
payload; argues
against static, no
authority notion
Spec layer;
implementation
testing “ongoing,
no findings”
Terminology (&iA
“auth.
confusion” ) ; no
root-cause
Same frameworks;
topology # authority
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# 11: 8 proposed substrate £ %1t - HirfE %
WELe P1-P4 (AT, ANEFE 4 TAEA T LM AEZR M
®) . v FoREWERIZMER; -7 R,
AU HARE S — TR, HRRA SR RN

vy
pliiBIEHS

effort (layer) Pl P2 P3 P4 note

AIP capability tokens [43] v v — v identity, provenance,

attenuation;
protocol layer, A&
framework default
HDP signed hop chains [9] v v — — Ed25519 hop
provenance; RZbF
resource-side
attenuation
KYA trust layer [45] v — v —  framework-agnostic
interposition, it
identity #5475
decision
MCPsigned tool outputs [35] — v —  —  {f# output 5%,
ARERAF call ik
initiator identity
attestation-based chains - v — — unforgeable hop
provenance; P3 A&

TE BRI S EIN A L
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